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Table 5. Categorization Table for Papers - Part 1

Problem Setup Practicality
Model Robustness Setting Applicability Type of Evidence
D Paper Data Property Di :It‘a.rf;ett. Learning Classifier Definition | Attacker’s | Attacker’s | Perturb Metr. | Tech. Exp. | Fml. Empirical
istribution Task Type of Knwl. Tech. Bound eir | tech Classifier | Training
Dataset Attacks
Robustness Type Proc.
1 | Amsaleg et al. [10] Dimensionality Any Any Any Radius based | White box | Any L, v X X v k-NN Standard N/A
2 | Awasthi et al. [12] Dimensionality Any Any DNNs Radius based | White box | Any Ly, Lo v X X X DNNs Adversarial | PGD
3 | Bhagojietal. [17] Separation Any 1;2:;}; Any E;Zzgrate White box E:::;em L, v X DNNs Adversarial | PGD, FGSM
Binar Non- Distan Histogram, Distance-
4 | Bhattacharjee et al. [19] | Separation Any Clazsi}; parametric | Radius based | White box bazez:‘l e L, v v v v 1_1313g & | Standard based
i classifiers attacks
Number of samples, Binar Error-rate
5 | Bhattacharjee et al. [20] | Dimensionality, Well-separated Classi}; Linear based White box | Any Lp.p>2 v X v v | NA N/A N/A N/A
Separation i
Randomized Smoothed Gaussian
6 | Blumetal. [22] Dimensionality Any Any smoothed Radius based | White box | Any Lpp>2| V X X v DNN Adversarial .
classifier nose
7 | Buietal. [26] Separation Any Any DNNs 'I;:;z(rifrate White box ]C)}:::;ent L, X v X X CNNs Adversarial | PGD
Bayesian . Bayesian
Gradient
8 | Carbone et al. [27] Dimensionality Any Any neural Radius based | White box based Lo X X v 4 neural Adversarial | PGD,FGSM
network S network
Gaussian-mixture Binar Gradient
9 | Carmon et al. [29] Number of samples | (theory), Clas }; Any Radius based | White box b" ed Ly, Lo v v X v CNNs Adversarial | PGD
Any (application) asstt: ase
. . Error-rate .
10 | Chen et al. [31] Domain-Specific Any Any CNN based White box | Any Ly v v X X CNNs Standard PGD, FGSM
. . Error-rate . Gradient Standard, FGSM, BIM
11 | Chen et al. [33] Domain-Specific Image Data Any CNNs based ‘White Box based L, X X v X CNNs Adversarial | PGD, C&W
_ . . . Error-rate Standard, FGSM, PGD,
12 | Cheng et al. [35] Separation Gaussian Mixture | Any DNNs based Any Any Ly X v v X DNNs Adversarial | C&W
13 | Cullina et al. [43] Number of samples | Any ]éiz:s?; Any E;g;’mte White box | Any L, v X v v | NA N/A N/A N/A
§ ; Number of samples, | . . . Binary Error-rate .
14 | Dan et al. [44] Dimensionality Gaussian-mixture Classif. Any based White box | Any Lpp21 v X v v | NA N/A N/A N/A
15 | Daniely et al. [45] Dimensionality Any Any I:::‘vlfjorks Radius-based | White box | Any Ly v X X v | NA N/A N/A N/A
16 | De Palma et al. [47] Dimensionality Image Data Binary Classif. | DNNs Radius-based | White Box | Any Ly v X X v DNNs Standard Others
17 | Deng and Karam [51] Domain-Specific Image Data Any CNNs l];:;;z;—rate White Box | GANs-based | Lo v v v X CNNs Standard FTUAP
’ . . Error-rate .
18 | Deng and Karam [52] Domain-Specific Image Data Any CNNs based White Box | GANs-based | Lo v v v X CNNs Standard FTUAP
. . L Error-rate . . .
19 | Ding et al. [53] Distribution Any Any Any based White box | Any Any X X v v DNNs Adversarial | PGD
Uniform distribu
20 | Diochnos et al. [54] Dimensionality -tion on boolean | Any Any Radius based | White box | Any Ly v X X v | N/A N/A N/A N/A
hypercube
21 | Dohmatob [55] Concentration Any Any Any Radius based | White box | Any Lp. . v X X v DNNs Adversarial Not .
Geodesic mentioned
. Error-rate . Gradient- . . | Square
22 | Dong et al. [56] Label Quality Any Any DNNs based White Box based L, X v v v DNNs Adversarial RayS
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Table 6. Categorization Table for Papers - Part 2

Problem Setup Practicality
Model Robustness Setting Applicability Type of Evidence
D Paper Data Property . Ta.r get. Learning Classifier Definition | Attacker’s | Attacker’s | Perturb Exp. | Fml Empirical
Distribution - Metr. | Tech. — —
Task Type of Knwl. Tech. Bound Classifier | Training
Dataset Attacks
Robustness Type Proc.
Distribution
generated by
23 | Fawzi et al. [58] Distribution smooth Any Any Radius based | White box | Any Any v X v v DNNs Adversarial | PGD
generative
model
N . Error-rate . .
24 | Gargetal. [62] Separation Any Any N/A based White box | Any Any v v X 4 DNNs Adversarial | PGD
Concentric Binar: Gradient
25 | Gilmer et al. [66] Dimensionality n-dimensional Clas 1}; DNNs Radius based | White box b’as q L, v X v v DNNs Standard PGD
spheres st ©
26 | Gourdeau etal. [72] | Number of samples, | Boolean Binary Classif, | Monotone Error-rate | \wpite box | Any Lo v X | x| v |NA N/A N/A N/A
Dimensionality hypercube Conjunction based
27 | Gourdeau et al. [73] Number of samples Boolean Binary Classif. Monvoton‘e Error-rate White box | Any Ly v X X v | NA N/A N/A N/A
hypercube Conjunction based
28 | Gowal et al. [74] Number of samples | Any Any Any igzzg-rate White box | Any L, v v X X DNNs Adversarial | AutoAttack
Binar Linear SVM, Error-rate Gradient Linear SVM,
29 | Izmailov et al. [85] Distribution Any A RBF SVM, White box 8 Lo v 4 X X RBFSVM, | Standard FGSM
Classif. based based
NNs DNN
30 | J detal [s7] | Number of samples, | R Linear Error-mate | g kbox | A L Vol x| x| v |Na N/A N/A N/A
) avanmard et al Dimensionality ny egres. Regres. based ack box s 2
31 | Kumar et al. [94] Dimensionality Any Any Any Radius based | Any Any Lyp>2| v | x | x | v/ DNNs DNNs g’:i‘im“
Gradient PGD, FGSM,
. based, ) C&W,
32 | Lee et al. [98] Distribution Any Any DNNs Error-rate White box, Non- Leo X v v v DNNs Standard,. Transfer-
based Black box . Adversarial
gradient based
based attacks
Well separated Binar Error-rat
33 | Lietal. [100] Dimensionality Balanced Y ReLU networks | = 0" "¢ | White Box | Any Ly, Lo v X | x| v |NA N/A N/A N/A
O Classif. based
distribution
. . Error-rate . Gradient- FGSM, BIM
34 | Maetal. [109] Domain-Specific Image Data Any CNNs based White Box based Ly, Lo X X v X CNNs Standard PGD, C&W
Distributions Error-rate
35 | Mahloujifar et al. [112] | Concentration in Lévy Any Any based White box | Any Ly v X X v | NA N/A N/A N/A
families
. . Error-rate . R
36 | Mahloujifar et al. [113] | Concentration Any Any Any based White box | Any Ly, Lo v X X X DNNs Adversarial | PGD
. Error-rate . Gradient PGD, FGSM
37 | Mao et al. [115] Label Quality Any Any DNNs based White box based Lo v X v v DNNs Standard MIM. Houdini
Linear
Gaussian Regres, Regres. Error-rate
38 | Mehrabi et al. [116] Dimensionality . Binary . ” White box | Any Lpp=21| v X X v | NA N/A N/A N/A
mixture ; Linear based
Classif. .
classifiers
39 | Montasser et al. [119] | Number of samples | Any ](3311:?;}; Any Il;];zza-rate White Box | Any Any v X X v | NA N/A N/A N/A
. PGD, FGSM,
40 | Mustafa et al. [123] Separation Any Any DNNs Error-rate White box Gradient L, X v X v CNNs Standardi BIM, MIM,
based based Adversarial C&aW

uigny ein( pue ‘[ed [9aueiyqnys ‘ulreg ysuig yesaadjse( ‘usada] [arydIp ‘Guory nAlad



'€20¢ 194032 :93ep UONRIIqNJ " I[PIIY ‘T "ON ‘T [OA “AIng ‘ndwo) WOV

Table 7. Categorization Table for Papers - Part 3

Problem Setup Practicality
Model Robustness Setting Applicability Type of Evidence
D Paper Data Property VTa‘rgetv Learning Classifier Definition | Attacker’s | Attacker’s | Perturb Exp. | Fml. Empirical
Distribution Metr. | Tech. - —
Task Type of Knwl. Tech. Bound Classifier | Training
Dataset Attacks
Robustness Type Proc.
. . N . Error-rate Gradient- Standard, FGSM,
41 | Mygdalis et al. [124] Separation Any Any DNNs based Any based Ly X 4 v X DNNs Adversarial | BIM, MIM
42 | Najafi et al. [125] Number of samples | Any Any Any E:;)grate White box E::ed‘;em Ly, Lo v v X v DNNs Adversarial | PGD
43 | Naseer et al. [126] Density Any Any DNNs Radius-based | White Box ;:Sa:;em_ Any v v v X DNNs Standard FGSM
_— . . . . Gradient Standard,
44 | Oritz-Jimenez et al. [130] | Domain-Specific Any Any CNNs Radius based | White box based Ly v X v X CNNs Adversarial PGD
j Distribution, . . Gradient N FGSM, BIM
45 | Pang et al. [131] Separation Any Any DNNs Radius based | White box based L, v v v v DNNs Standard ILCM, JSMA
pradient PGD, FGSM,
Density, Error-rate White box, ? Standard, Transfer-
46 | Pang etal [132] Separation Any Any DNNs based Black box Non-} Lol v v/ x v DNNs Adversarial | based
gradient
attacks
based
47 | Prescott et al. [137] Concentrati Gaussian (theory), | A Errorrate | g hox | A Lyp>2| v x| x| v N/A N/A N/A
rescott et al. [13 oncentration Any (application) ny ny based ite box | Any >
. . Binary Error-rate . Gradient .
48 | Pydi & Jog [138] Separation Any Classif. Any based ‘White box based Ly, L v X X v DNNs Adversarial | N/A
. . Binary Error-rate . Gradient
49 | Pydi & Jog [139] Separation Any Classif. Any based White box based Ly, L v X X v | NA N/A N/A N/A
Discrete Binary Error-rate Gradient-
50 | Qaraei et al. [140] Number of samples glat:i{uage Classif. DNNs based White Box based Ly v 4 X X DNNs Standard Others
Linear
. . . . classifiers, .
51 | Rajput et al. [141] Dimensionality Any Any non-linear Radius based | Any Any L, v X X v | N/A N/A N/A N/A
classifiers
Binar Bd:’lf:l 1 Linear SVA/L St nd rd
52 | Richardson & Weiss [144] | Distribution Gaussian-mixture a y optima, Radius based | White box | Any Ly X X X X Kernel SVM, anda N C&W
Classif. SVM, Adversarial
CNNs
CNNs
N . Binary Error-rate . Standard, .
53 | Sanyal et al. [147] Label Quality Any Classif. Any based White box | Any Any X X v v DNNs ‘Adversarial PGD
. i Number of samples, | Gaussian-mixture, | Binary Error-rate . .
54 | Schmidt et al. [148] Distribution Bernoulli-mixture | Classif. Any based White box | Any Lo v X X v DNNs Adversarial | PGD
55 | Shafahi et al. [152] Dlme‘slonahty, N-dimensional Any Any Radius-based | White box | Any Lp. . X X v v CNN Adversarial | PGD
Density hypercube Geodesic
56 | Shamir et al. [154] Label Quality Any (Béll‘;:;); ReLU networks | Radius-based | White Box | Any Ly v X X v DNNs Standard Others
o . . . . Error-rate . .
57 | Simon-Gabriel et al. [159] | Dimensionality Any Any DNNs based White box | Any Any v X X v DNNs Adversarial | PGD
Error-rat FGSM, BIM
58 | Song et al. [162] Density Any Any Any bas:d ate Any Any Any v 4 X X CNNs Adversarial | C&W,
DeepFool
59 | Sunetal. [164] Domain-Specific Image Data Any CNNs Radius-based | Any Corruption | Lp X v v X CNNs Adversarial | Corruption
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Table 8. Categorization Table for Papers - Part 4

Problem Setup Practicality
Model Robustness Setting Applicability Type of Evidence
b Paper Data Property Di 'It'a.rbgett. Learning Classifier Definition | Attacker’s | Attacker’s | Perturb Metr. | Tech. Exp. | Fml Empirical
istribution Task Type of Knwl. Tech. Bound eir | tech Classifier | Training
Dataset Attacks
Robustness Type Proc.
Gaussian-mixture Binar Etror-rate
60 | Uesato et al. [175] Number of samples | (theory), Classi}; Any based White box | Any L v v X v DNNs Adversarial | PGD, FGSM
Any (application) ) )
Distribution, Error-rate . FGSM, BIM,
61 | Wan et al. [177] Separation Any Any Any based White box | Any Lo X v X v DNNs Standard ILCM, C&W
. . Error-rate . Gradient Standard,
62 | Wang et al. [179] Domain-Specific Any Any CNNs based White box based Ly v X v X CNNs ‘Adversarial PGD, FGSM
Dimensionality, Binary . . . Direct aitack,
63 | Wang et al. [184] Separation Any Classif kNN Radius based | White box | Any L, v v X X k-NN Adversarial | Transfer-based
P : attacks
Gaussian-mixture Binary
64 | Wang et al. [182] Number of samples | (theory), Crsm' DNNs Error-rate White Box Gradient- L, v v v v DNNs Standardi 1 PGD
Any (application) (theory), based based Adversarial
Any (appl.)
65 | Weber et al. [185] Dimensionalit Hierarchial data An An Error-rate White box | An Check v 4 v X Hyperbolic Adversarial Gradient
i Y Y Y based Y perceptron based
. PGD C&W
66 | Wu et al. [186] Number of samples | Any Any DNNs Error-rate White box Gradient Lo v v X X DNNs Standardi Transfer-based
based based Adversarial
attacks
Linear
Sub-Gaussian Binar: classifers Error-rate Standard,
67 | Xing et al. [188] Number of samples | (theory), Cla 31}; (theory), based White Box | Any Ly, Leo v v v 4 DNNs Advers: ','1 PGD
Any (application) ssif. Any ase versarial
(application)
. Multi-Class Error-rate .
68 | Xu & Liu [190] Number of samples | Any Classif. Any based White Box | Any Lpp=21| v X X v | N/A N/A N/A N/A
69 | Yang et al. [195] Separation Any Any DNNs g::;grate White box S:::;enl Ly v v X 4 DNNs Adversarial | PGD
Bi Non- Dist Hist Dist
70 | Yang et al. [197] Separation Any CIISS:K parametric | Radius based | White box balzei]nce Ly v 4 X v l_l;;gmm' Standard bal:eadnce
: classifiers
71 | Yin et al. [199] Domain-Specific Any Any Any Error-rate White box | Any L, v X X X DNNs Adversarial Corruptions,
based PGD
Linear Linear
72 | Yin et al. [198] Dimensionality Any Any classifiers, Error-rate White box | Any Lo v X X v classifiers, Adversarial | PGD
DNNs based ReLU
) networks
73 | Zhangetal. [204] | Domain-Specific | Image Data Any CNNs i:z‘;grate White Box S;::;em’ Ly, Lo x| x| v|x CNNs Standard | UAP
y . Error-rate . .
74 | Zhang et al. [206] Density Any Any Any based White box | Any Ly, L v X X X DNNs Adversarial | C&W
’ . Gaussian (theory), Error-rate . Standard,
75 | Zhang & Evans [210] | Concentration Any (application) Any Any based White box | Any Ly, Lo v X X v DNNs Adversarial AutoAttack
76 | Zhangetal. [205] | Label Quality Any Any DNNs prorate | White Box | o™ | L, x| v || x DNNs | Standard | FGSM,PGD
. . Error-rate . PGD .
77 | Zhu et al. [213] Density Any Any DNNs based Any Any Lo v X X v CNNs Adversarial | Transfer-based
i attacks
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It Is All About Data: A Survey on the Effects of Data on Adversarial Robustness

Tables 5-8 include the detailed categorization of papers collected in this survey. We used the
following abbreviation to denote the datasets discussed in the papers: for MNIST, for
FAsHION-MNIST [187], for SVHN, for CIFAR-10, for CIFAR-100, for Ima-
GENET [93], for TINY IMAGES DATASET, for CELEBA [106], for HALFMOON, for
MNIST 1v7, for ABALONE [75], for LSUN [201], for C1TYSCAPES [40], for TASKON-
omy [203], for Wikipedia-31K [18], for AmazonCat-13K [18] for MINC [15],
for GTOS [193], for Fundoscopy [91], for Chest X-Ray [183],[ D ] for Dermoscopy [39].
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